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2. Purpose and Scope
This policy defines how workforce members may and may not use AI tools. It applies to [all employees, contractors, and third parties acting on the organization’s behalf], on any device, when handling organizational data or acting in an organizational capacity.
Alignment: ISO/IEC 42001 Annex A.2 (AI policy), EU AI Act Article 4 (AI literacy). Pair this policy with role-based training.

3. Approved AI Tools
Only tools on the approved register may process organizational data. The register is maintained by [IT / Security] and reviewed [quarterly].
	Tool
	Approved tier
	Permitted data classes
	Conditions

	[e.g., Enterprise LLM tenant]
	Approved
	[Internal, Confidential]
	[SSO required; logging on]

	[e.g., Public chatbot — free tier]
	Restricted
	[Public only]
	[No customer or employee data]

	[Tool name]
	Prohibited
	—
	[Reason]



4. Permitted Uses
1. Drafting and summarizing internal documents using approved tools and the permitted data classes.
1. Code assistance, provided generated code passes the same review and testing gates as human-written code.
1. Research and ideation that involves no confidential, personal, or client data.

5. Prohibited Uses
1. Entering confidential, personal, client, or regulated data into any tool not approved for that data class.
1. Using AI output as the sole basis for decisions with legal or similarly significant effects on individuals (credit, employment, housing) without the human review required by the Human Oversight Specification.
1. Representing AI-generated content as human work where attribution is required, or vice versa.
1. Using AI tools to generate content that violates [the code of conduct / law], including harassment or discriminatory material.
1. Circumventing security controls, including pasting data through personal accounts to evade tool restrictions.

6. Data Handling Rules
	Data classification
	Approved-tier tools
	Restricted-tier tools

	Public
	Yes
	Yes

	Internal
	Yes
	No

	Confidential
	[Yes, with conditions]
	No

	Personal data
	[Only where a lawful basis and DPA exist]
	No

	Regulated (e.g., PHI, PCI)
	[Prohibited unless explicitly approved]
	No



7. Verification and Accountability
You are accountable for what you do with AI output. Verify factual claims, citations, calculations, and code before relying on them. AI tools fabricate plausible content; treat output as a draft from an unverified source.

8. New Tools and Exceptions
Requests for new tools or use cases go through the AI Use-Case Intake Form. Exceptions to this policy require [AI Governance Committee] approval, are time-bound, and are logged.

9. Enforcement
Violations are handled under [the disciplinary policy]. Suspected incidents involving AI tools must be reported to [security contact] per the AI Incident Response Plan.

10. Acknowledgment
I have read and understood this policy.
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