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2. Scope and Definition
An AI incident is any event where an AI system’s behavior, use, or compromise causes — or credibly could cause — harm to individuals, the organization, or third parties. This plan extends the enterprise incident response process; it does not replace it.
Taxonomy
	Type
	Examples

	Harmful output
	Defamatory, discriminatory, or dangerous content reaching users; systematic wrong decisions

	Bias event
	Detected disparate performance or impact in production

	Privacy
	Personal data leaked via output, memorization, or logging; unlawful processing discovered

	Security
	Prompt injection with impact, model/data poisoning, model theft, jailbreak enabling misuse

	Misuse
	Internal use violating the AUP; shadow AI handling restricted data

	Supply chain
	Vendor model outage, silent model change, vendor breach affecting our data



3. Severity
	Level
	Definition
	Examples
	Response clock

	SEV-1
	Ongoing harm to individuals, legal/regulatory exposure, or material business impact
	Discriminatory decisions at scale; personal data exfiltration via model
	[Immediate; exec notified within 1h]

	SEV-2
	Significant harm contained or imminent
	Jailbreak published; harmful outputs to a limited audience
	[Same business day]

	SEV-3
	Limited harm, contained
	Single harmful output caught by review; near-miss
	[Within 3 business days]



4. Roles
	Role
	Responsibility
	Named contact

	Incident Commander
	Runs the response; severity calls
	[on-call rota]

	AI System Owner
	System knowledge; executes containment on the system
	[per inventory]

	AI/ML SME
	Model behavior analysis; rollback feasibility
	[name]

	Legal / Privacy
	Notification obligations; privilege
	[name]

	Communications
	Internal and external comms
	[name]



5. Response Phases
5.1 Detect and report
1. Intake channels: [monitoring alerts, user reports, staff reports to (mailbox), vendor notifications].
1. Anyone may report; reports are triaged by [role] within [SLA].
5.2 Triage
1. Confirm AI involvement, classify type and severity, open incident record, freeze relevant logs and outputs (preserve evidence before remediation changes behavior).
5.3 Contain
1. AI-specific containment options, in escalating order: tighten guardrails/filters; constrain inputs; degrade to human-only processing; roll back model version; full shutdown with manual fallback (per Human Oversight Specification §5).
1. For vendor systems: invoke [contractual incident clauses]; capture vendor change logs.
5.4 Correct and recover
1. Root-cause the failure (data, model, prompt/config, integration, misuse). Re-evaluate before re-enabling: targeted tests demonstrating the failure mode is fixed, not just unobserved.
5.5 Learn
1. Blameless post-incident review within [10 business days]; actions tracked to closure; risk register and AIIA updated; detection rules added where feasible.

6. Notification Triggers
	Obligation
	Trigger
	Deadline
	Owner

	GDPR Art. 33/34
	Personal data breach via AI system
	72h to authority
	[DPO]

	EU AI Act Art. 73
	Serious incident involving a high-risk AI system
	[Per regulation — verify current timelines]
	[Legal]

	[Sectoral regulator]
	[e.g., OSFI, NYDFS as applicable]
	[per regime]
	[Compliance]

	Contractual
	Client notification clauses
	[per contract]
	[Account owner]


Verify deadlines against current regulation at each annual review — they change.

7. Exercises
At least [annually], run a tabletop using an AI-specific scenario (e.g., discovered bias in a production decision system; prompt-injection data leak). Record findings as improvement actions.
Alignment: ISO/IEC 42001 Annex A.8.4; cross-reference AI-CTRL-009 (AI Incident Response) in the AI Controls Catalog for audit test procedures.
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