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2. Purpose & Scope
Mission Statement
[STATE THE MISSION OF THE AI RED TEAM — e.g., "The AI Red Team exists to proactively identify vulnerabilities, biases, and failure modes in AI/ML systems before they reach production or cause organizational harm."]

Authority
[DESCRIBE THE AUTHORITY GRANTED TO THE RED TEAM — e.g., "The AI Red Team is authorized by the Chief Information Security Officer to conduct adversarial testing against all AI/ML systems within [SCOPE]. This authority extends to..."]

Organizational Placement
[DESCRIBE WHERE THE RED TEAM SITS — e.g., "The AI Red Team reports to [DEPARTMENT/FUNCTION] and operates independently of AI development teams to ensure objectivity."]

3. Team Composition & Roles
	Role
	Responsibilities
	Required Skills
	Current Assignee

	Red Team Lead
	Overall program management, engagement planning, executive reporting
	AI security expertise, program management, stakeholder communication
	[NAME]

	Red Team Operator
	Execute adversarial tests, document findings, develop attack tooling
	Prompt engineering, ML security, penetration testing
	[NAME]

	Observer
	Monitor tests for safety, verify scope compliance, flag concerns
	Domain expertise, risk assessment
	[NAME]

	Legal Counsel
	Review ROE, advise on compliance, approve high-risk tests
	AI regulation, data protection, IP law
	[NAME]

	Management Sponsor
	Authorize engagements, allocate resources, champion program
	Executive authority, strategic vision
	[NAME]



4. Operating Principles
Ethics
1. All testing adheres to responsible AI principles and organizational ethics guidelines
1. No test shall intentionally cause harm to individuals, communities, or real-world systems in production
1. Data used in testing respects privacy regulations and data protection requirements

Defensive Framing
1. Red team activities exist to improve defensive posture, not to demonstrate attacker capability
1. Findings are framed as improvement opportunities with actionable remediation guidance
1. All attack techniques documented serve a defensive purpose

Responsible Disclosure
1. Critical findings are communicated to system owners within [24 HOURS]
1. High-severity findings are communicated within [48 HOURS]
1. All findings follow the escalation procedures defined in Section 6

5. Engagement Types Supported
	Type
	Description
	Typical Duration
	Output

	Full Assessment
	Comprehensive adversarial evaluation of an AI system end-to-end
	[2-4 WEEKS]
	Audit-ready findings report

	Targeted Assessment
	Focused testing of specific attack vectors or components
	[1-2 WEEKS]
	Technical findings report

	Tabletop Exercise
	Scenario-based discussion of AI threats and response procedures
	[1-2 DAYS]
	Exercise summary and action items

	Continuous Monitoring
	Ongoing automated and manual testing of production AI systems
	[ONGOING]
	Quarterly program report

	Initial Screening
	Lightweight evaluation for new AI system deployments
	[2-3 DAYS]
	Engagement brief



6. Authorization Model
Who Authorizes
1. Standard engagements: Authorized by [RED TEAM LEAD] with [SYSTEM OWNER] consent
1. High-risk engagements: Require additional approval from [CISO / MANAGEMENT SPONSOR]
1. Production testing: Requires explicit written authorization from [RELEVANT AUTHORITY]

Escalation Procedures
1. Level 1 (Informational/Low): Report through standard channels within engagement timeline
1. Level 2 (Medium): Notify system owner within [48 HOURS]; include in weekly status
1. Level 3 (High): Notify system owner and CISO within [24 HOURS]
1. Level 4 (Critical): Immediate notification to system owner, CISO, and management sponsor; halt test if safety risk

Stop Conditions
1. Testing MUST stop immediately if: unintended impact on production systems is detected
1. Testing MUST stop immediately if: personal data exposure beyond approved scope occurs
1. Testing MUST stop immediately if: safety-critical system behavior is observed
1. Testing MUST stop immediately if: legal or compliance concerns are raised by any stakeholder

7. Reporting & Communication
Reporting Cadence
	Report
	Frequency
	Audience

	Daily Standup Note
	Daily during active engagement
	Red team members

	Weekly Status Update
	Weekly during active engagement
	System owner, CISO

	Engagement Exit Briefing
	End of each engagement
	All stakeholders

	Findings Report
	End of each engagement
	System owner, CISO, legal

	Quarterly Program Report
	Quarterly
	Management sponsor, board risk committee



Distribution & Classification
1. All red team reports are classified as [CONFIDENTIAL] by default
1. Distribution is limited to authorized recipients listed in the engagement ROE
1. Reports are stored in [SECURE REPOSITORY LOCATION] with access controls

8. Review & Renewal
Annual Review Date: [YYYY-MM-DD]

Amendment Process
1. Minor amendments (editorial, formatting): Approved by Red Team Lead
1. Major amendments (scope, authority, principles): Require Management Sponsor approval
1. All amendments are tracked in the Document Control section
1. Stakeholders are notified of material changes within [5 BUSINESS DAYS]
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